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The NITRO consortium is now preparing to submit key 
deliverables that comprehensively document the project’s 
progress to date. In parallel, significant advancements have 
been made in defining the full suite of cybersecurity training 
exercises to be integrated into the final cyber range platform.

The upcoming deliverables will also outline the core 
components of the project's gamification strategy, including 
mechanisms for trainee accreditation, marking a major 
milestone in the development of NITRO’s scoring and 
feedback systems.

Looking ahead, the consortium is intensifying efforts in WP3 
(Cyber Security Training Exercises) and WP4 (Scoring System 
and Gamification), while also advancing preliminary 
integration planning and finalising the overall architecture.

CONSORTIUM 

Connected 5G-IoT Cyber Range for 
Training and Secure Opera琀椀on 
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Emerging Cyber Threats in 5G Networks

The evolution of 5G introduces a transformative communications infrastructure. However, 
this same evolution also opens new vectors for sophisticated cyber threats. With its 
distributed architecture, increased virtualisation, and critical role in digital ecosystems, 5G 
requires an adaptive security posture.

The increasing attack surface of 5G calls for a paradigm shift in threat modeling and 
security engineering. Proactive threat intelligence, AI-driven anomaly detection, and 
strong inter-slice isolation mechanisms will be key to defending the next-generation 
network infrastructure.
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Building Robust AI for 5G Security

Key Approaches for Enhancing AI Robustness in 5G Security

• Adversarial Training
Involves training AI models using crafted malicious inputs to improve resilience
against evasion and poisoning attacks.

• Ensemble Learning
Leverages multiple models working in parallel to improve decision reliability and
reduce vulnerability to targeted failures.

• Defensive Distillation
A technique that transforms the model's sensitivity to input variations, making it
more robust to subtle adversarial perturbations.

• Regularisation Techniques (Dropout & Noise Injection)
Introduces randomness during model training to enhance generalisation and prevent
overfitting, which is critical in dynamic 5G environments.

• Transfer Learning
Applies pre-trained, security-hardened models to 5G contexts, reducing development
time and increasing baseline robustness.

As artificial intelligence becomes integral to securing 5G networks, ensuring its own 
robustness is essential. AI systems deployed for threat detection, traffic analysis, and 
anomaly identification must be designed to withstand adversarial manipulation, model 
evasion, and data poisoning.

AI is not only a key enabler of 5G security but also a potential attack vector. Embedding 
resilience into AI pipelines is vital to maintaining trust and functionality across mission-
critical 5G systems.

https://nitro-project.eu/?p=1869
https://nitro-project.eu/?p=1869
https://nitro-project.eu/?p=1869
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NITRO News & Events

NITRO Project Advances Secure AI 
Education Through European 

Collaboration

Addressing the Cybersecurity 
Skills Gap at the 12th 

Information Security Conference

https://nitro-project.eu/?p=1954
https://nitro-project.eu/?p=1936
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NITRO Project Presented at 
Infocom Security 2025 in 

Athens

NITRO Co-Organizes the 5th 
International Workshop on 

Advances on Privacy Preserving 
Technologies and Solutions.

(IWAPS 2025)

https://nitro-project.eu/?p=1950
https://nitro-project.eu/?p=1958
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Upcoming Deliverables and Future Ac琀椀vi琀椀es 

NITRO researchers are working on deliverables and tasks in order to fulfill all the 
main objectives which will lead toward the completion of the project.  

In the next months, researchers will work on the following deliverables: 
• D1.3: Project management report—first version
• D3.1: NITRO security training exercises design and development—first version
• D4.1: NITRO scoring and gamification system—first version
• D6.2: NITRO dissemination, communication and exploitation activity—second version

Find us here! 

Website: nitro-project.eu @nitroEUDEA 

https://www.facebook.com/nitroeudea?_rdr
https://x.com/nitroeudea
https://www.youtube.com/channel/UC7bQWAxUctY2NqzNkXXnLZg
https://www.linkedin.com/company/nitro-digital-europe-action?trk=public_post_feed-actor-name
https://nitro-project.eu/
https://nitro-project.eu/
https://nitro-project.eu/?p=1869
https://nitro-project.eu/?p=1869
https://nitro-project.eu/?p=1869

